With the Covid-19 pandemic, the resources of these targets are already under intense strain. It\'s possible that the ransomware operators believe this will make them easier to exploit -- both because overworked staff are more likely to be tricked by a phishing email and because, more than ever, hospitals simply can\'t tolerate having systems out of action and are therefore more likely to pay up.

Interpol\'s CTR said it "has detected a significant increase in the number of attempted ransomware attacks against key organisations and infrastructure engaged in the virus response" and added that it has issued a 'Purple Notice' alerting police in all its 194 member countries to the heightened ransomware threat.

"As hospitals and medical organisations around the world are working non-stop to preserve the wellbeing of individuals stricken with the coronavirus, they have become targets for ruthless cyber criminals who are looking to make a profit at the expense of sick patients," said Jürgen Stock, the agency\'s secretary general. "Locking hospitals out of their critical systems will not only delay the swift medical response required during these unprecedented times, it could directly lead to deaths."

Meanwhile, Microsoft has been contacting dozens of hospitals to warn them that they may have vulnerable VPN devices and gateways on their networks. There have been recent examples of the REvil (aka Sodinokibi) group targeting Pulse VPN devices to infect targets with ransomware -- the best-known example being the Travelex breach. And the DoppelPaymer and Ragnarok groups have been exploiting the Citrix ADC (NetScaler) CVE-2019-1978 vulnerability to compromise networks.

"We identified several dozen hospitals with vulnerable gateway and VPN appliances in their infrastructure," said Microsoft in a blog post. "To help these hospitals, many already inundated with patients, we sent out a first-of-its-kind targeted notification with important information about the vulnerabilities, how attackers can take advantage of them, and a strong recommendation to apply security updates."

The World Health Organisation (WHO) has come under attack by sophisticated hackers -- possibly members of the DarkHotel group, which has been engaged in cyber espionage operations since at least 2007. A domain name was registered that closely mimicked that used by the WHO\'s internal mail system.

Flavio Aggio, CISO at the WHO, told Reuters that the attack was unsuccessful and the identity of the hackers unknown. He added: "There has been a big increase in targeting of the WHO, and other cyber security incidents. There are no hard numbers, but such compromise attempts against us and the use of impersonations to target others have more than doubled."

The pandemic certainly hasn\'t blunted the ability of China-based hackers to carry out espionage attacks. Security firm FireEye said it has seen a spike in activity by the state-backed group dubbed APT41, which has been targeting more than 75 organisations, including manufacturers, media companies, healthcare firms and non-profits. FireEye\'s report said it was "one of the broadest campaigns by a Chinese cyber espionage actor we have observed in recent years."

The APT41 group was particularly focused on exploiting recently disclosed vulnerabilities in Cisco, Citrix and Zoho products to attempt penetration of networks in the US, Canada, UK, Mexico, Saudi Arabia, Singapore and more than a dozen other countries. There\'s more information here: <https://bit.ly/34hb0zG>.
